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GENERAL INFORMATION

Study program

Master Academic Law Study Program (LLM Degree in Internal
Affairs)

Study Module (if applicable)

Internal Affairs

Course title

Cyber Crime

Level of study

COBachelor Master’s [ Doctoral

Type of course

Obligatory lgl Elective

Semester

lglAutumn J Spring

Year of study

1* year of master studies

Number of ECTS allocated

7 ECTS

Name of lecturer/lecturers

Prof. dr Miomira Kostic; Prof. dr Dragan Jovasevic; Prof. dr Vidoje
Spasic; Asst. Prof. dr Dusica Miladinovic-Stefanovic; Asst. Prof. dr
Darko Dimovski; Asst. Aleksandra Vasic

Teaching mode

Lectures Group tutorials Individual tutorials
IXILaboratory work [ Project work Seminar
[IDistance learning [Blended learning [ Other

PURPOSE AND OVERVIEW (max. 5 sentences)

The course aims to develop scientific knowledge, academic skills and practical skills for the application of legal norms
regarding the prevention, detection and suppression of cyber crime, as well as to master the procedures, methods and
processes for protecting the rights of using modern information technology.

By the end of this course, students will be able to: 1) acquire basic understanding about the functioning of digital technology;

2) acquire general and specific knowledge about the transformation of rights in the digital environment, new forms of cyber
crime, and individual legal institutes and categories of law in cyberspace; 3) understand the process of exercising certain

public and private rights before the competent authorities and the implications of entering into legal transactions in the new

cyber environment; 4) acquire relevant competences and skills for exercising protection of these rights by using modern
information technologies; 5) analytically and critically examine specific concepts and legal provisions in this area of law, in

the context of today's digital (IT) society.

SYLLABUS (brief outline and summary of topics, max. 10 sentences)




Theoretical study:

Classical and contemporary crime. The concept and characteristics of computer/cyber crime. Types of computer crime.
Online and offline crime. Certain computer crime offenses. Perpetrators of computer crime. Hackers and other cyber
delinquents. Criminal offenses against the security of computer data. Computer viruses. Computer fraud. Unauthorized
access and use of data. Abuses in the banking sector. Violation of privacy and personal rights. Identity theft and time
theft. Protection of personal data on the Internet. Paedophilia and pornography on the Internet. Control of the use of
intellectual property on the Internet. Protection of intellectual property on the Internet. Cryptography in the service of
protecting the rights and goods on the Internet. Liability for taking actions on the Internet and in cyberspace.

Practical classes: Creating and preventing viruses; Antivirus programs.

LANGUAGE OF INSTRUCTION

Serbian (complete course) L1 English (complete course) U Other (complete course)

OSerbian with English mentoring ~ [ISerbian with other mentoring

ASSESSMENT METHODS AND CRITERIA

Pre exam duties Points Final exam Points
Activity during lectures 0-5 Written examination /
Practical teaching 0-5 Oral examination 0-50

0-30 (Seminar

OVERALL SUM 100
paper 0-10)

Teaching colloquia

*Final examination mark is formed in accordance with the Institutional documents




